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1. Ilesn 1 3a7a4n H3yYeHUs1 AUCHHUILINHBI

Ienp wn3ydeHUs AUCUUILUIMHBI - (OPMHUPOBAHUE IIE€JArora, CIOCOOHOIO OpPraHU30BBIBATH
Oe3omacHyr0 pabOTy Ha IMEPCOHAIBHOM KOMIBIOTEpE M B KOMIBIOTEPHOW CETH, YMEIOIIETO
IPOTUBOCTOATh ~ MH(OPMAILMOHHBIM ~ yrpo3aM, BKJIIOYas TEXHUYECKHE, TEXHOJIOTUYECKHUE,
IICUXOJIOTHYCCKHUCEC, COLIMAJIbHBIC, CIIOCOOHOTO HUCIIOJIBb30BAaTh CCTCCTBCHHOHAYYHBIC n
MaTeMaTHYeCKue 3HaHWs JUld  pealu3aluud o0pa3oBaTeNbHBIX IMPOrpaMM M0 HH(OpMaTHKE U
UCTOJB30BaTh  BO3MOXKHOCTH  OOpa3oBaTENbHOM  cpenbl Uil JOCTHXKEHHS — JIMYHOCTHBIX,
METaNpeIMETHbIX M MpPEeIMETHBIX pEe3yJlbTaTOB OOydeHMs U oOecledyeHHus KadecTBa Yy4deOHO-
BOCIIUTATEILHOIO IIpOLIecca.

3a1aun AUCHUIUIMHBL

- (¢opmupoBaHME 3HaHM B O0JAaCTH POCCHUHCKOTO MPAaBOBOIO  PEryJIMPOBAHUS
MHGOPMALMOHHOM 0€30MacCHOCTH [yl peanu3anun o0pa3oBaTebHbIX IPOrpaMM 10 HH(OPMATHKE;

- BbBIpa0OTKAa TpEACTaBIEHUH O crmocobax oOecrmeyeHus 3alluThl KOMIbIOTEpa |
IPOTUBOCTOSHUM METOJAM COLMAJIbHOW HMHXKEHEPUM C HCIOJb30BAHUEM €CTECTBEHHOHAYYHBIX W
MaTEeMaTHYECKHUX 3HAHUU M ILIEJIbI0 PeaTu3alui 00pa3oBaTeIbHBIX MPOTrpaMM o UH(OpMATHKE.

- OCBOGHHE NPOrpaMMHBIX CpEICTB oOecrnedeHus HHGPOPMALMOHHON O€30ImacHOCTH IpH
paboTe Ha MepCOHATLHOM KOMIBIOTEPE U B KOMITBIOTEPHOM CEeTH, BKIIIOYast (POPMHUPOBAHNE YMEHUI
apryMEHTHPOBAHHOI'O BBIOOPAa M CaMOCTOSITEJIbHOM YCTAaHOBKHM COOTBETCTBYIOLIETO MPOrPaMMHOIO
o0ecrieueHNss C HCIOJIb30BAHUEM BO3MOXKHOCTEH 00pa3oBaTENBbHON CPEIbl C IENbI0 peaan3aluu
00pa3oBaTeNbHBIX [IPOrpaMM M0 HH(POPMATHUKE;

- 00y4YeHHE OCHOBAM KpHUIITOTpaduy, KaK OJHOTO M3 BaXKHBIX CPEICTB MIM(PPOBAHUS JAHHBIX
s peanu3anuu 00pa30BaTeNIbHBIX porpaMm o uH(pOpMaTHKe.

2. MecTto qucuuninnsl B crpykrype OIIOII BO

Huctmmumaa Bb1.B.JIB.12.1 «OcHoBBl 3amuTel WHGOPMALUKA B KOMIBIOTEPHBIX CETIX)»
OTHOCHUTCS K BApUATUBHOM YacTH y4eOHOIO IIaHa.

Jucuunnuna uzydaercst Ha 4 Kypce, B 8 cemecTpe.

JUis u3ydeHus AUCUUILUIMHBI TpeOyeTcs: 3HaHue BO3MOXKHOCTEH cepBUCOB ceTu MHTepHeT

Wzyuennto nucuurmummabl b1.B./IB.12.01 «OcHOBBI 3ammThl HHPOPMALUU B KOMITBIOTEPHBIX
CeTAX» MPEeALECTBYET OCBOEHUE TUCIMILIMH (IPAKTHK):

WudopmanroHHbIe TEXHOJIOTHH B 00pa30BaHU;

[IpoekTrpoBanue HHPOPMATMOHHO-00PA30BATEILHON CPEIBI.

Ocoenne muctmuinabl b1.B.J[B.12.01 «OcHOBBI 3amuTsl HHPOPMALIMH B KOMIBIOTEPHBIX
CeTAX» SBJISIETCS HEOOXOUMOM OCHOBOM JUIsl OCTIEYIONIEro U3YyUeHUs AUCHUIUINH (IPAKTUK):

AJMUHUCTPUPOBAHNE KOMIIBIOTEPHBIX CETEH.

Ob6nacte npodeccHOHATBHOM NEATENBHOCTH, Ha KOTOPYIO OPHUEHTUPYET JUCLHUIUIMHA
«OCHOBBI 3alIUTHl HH(OPMAILIUU B KOMIBIOTEPHBIX CETSAX», BKIIIOUAET: 00pa30BaHUE, COLUATbHYIO
cdepy, KyIbTypy.

OcBoeHME TUCIUIUIMHBI TOTOBUT K padoTe CO CIEAYIOUMMHU 00BbEKTaMU MpOo(dhecCUOHATbHON
JESTEIHOCTH:

- o0yueHue;

- BOCIIUTaHMUE;

- pa3BUTHE.

B mponecce u3ydeHMs AMCHUIUIMHBI CTYAEHT TOTOBUTCS K BHAAM HpodecCHOHATBHON
JESTeNbHOCTH U peleHHI0 MpodeccuoHanbHbIX 3a1a4, npeaycMorpeHHbx @T'OC BO n yuebHbIM
IUTAHOM.

3. TpeOoBaHus K pe3yJibTATAM OCBOCHMS JUCHUIIMHBI

[Ipouecc u3yueHus: NUCHUIUIMHBI HANpaBjieH Ha (OPMUpPOBaHHE KOMMETEHUUN U TPYAOBBIX
¢bynkuuit (mpodeccuonansHblii cranaapt Ileparor (menarornyeckas AesTeIbHOCTh B JAOIIKOJIBHOM,
HavyaJbHOM OOIIeM, OCHOBHOM oOIIeM, cpeaHeM oOmieM oOpa3oBaHHM) (BOCHUTATENb, YUUTEINb),
YTBEPXKJIEH MTPUKa30oM MuHKCTEpCTBa Tpyaa U conanbHoi 3amuThl NeS44H ot 18.10.2013).

BoeinyckHuK A0KeH 007aaaTh ciaeayoummi npogpeccuonanbHbiMu komneteHuusmu (I11K) B
COOTBETCTBUM C BUJJAMU JI€ATEIbHOCTH!
|HK-1. TOTOBHOCTHI0 PeaIn30BbIBATH 00pa30oBaTe/bHbIe NPOrPAMMBI N0 Y4eOHBIM NPeIMeTaM |
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[B COOTBETCTBHH ¢ TPeGOBAHMSIMH 06PA30BATETLHBIX CTAHIAPTOR

negarornyeckas 1eATeJIbHOCTb

[1K-1 roToBHOCTEIO
[pealln30BBIBATh 00pa30BaTEIbHBIC
[IPOTrpaMMBI 110 YI€OHBIM
[peIMeTaM B COOTBETCTBHUH C
TpeOOBaHUSAMHU 00pa30BaATEIIbHBIX
CTaH/IapTOB

3HATH: - TOHATHS, CBS3aHHBIC C HAYYHOU 00JIACTHIO
«MHpopManroHHas 6€30MaCHOCTY C LETBI0 Pean3aluu
00pa3oBaTEeNbHBIX MIPOrPaMM 110 HH(OPMATHKE;

- BOBMOKHBIE TEXHUUECKUE, TEXHOJIOTHIECKUE, COIIMATbHbIC
YT'PO3bI, CBI3aHHBIC C KOMIIBIOTEPHOW TEXHUKOM C LIEJTBIO
peanu3any 00pa3oBaTEbHBIX MPOTrPaMM 110 HHHOPMATHKE B
COOTBETCTBHUH C TPEOOBAaHUSAMH 00Pa30BATEIBHBIX CTaHIAPTOB;

- MepbI coOMI0eHNS HHPOPMAIIMOHHOM 0€30IIaCHOCTH MPH
paboTe Ha KOMITBIOTEPE B YCIOBHSX pealln3allui
00pa3oBaTeNbHBIX IPOrPaMM 110 UH(OPMATHKE B COOTBETCTBUH C
TpeOOBaHUSIMH 00pa30BATEIBHBIX CTAHIAPTOB;

- BUJIbI THPOPMALIMOHHBIX YIPO3, BO3HUKAIOIIUX MPH paboTe B
KOMITBIOTEPHBIX CETSIX C IENIBI0 PeaTn3aiuy 00pa3oBaTeIbHbIX
[porpamMm 1o HH(POPMATUKE B COOTBETCTBUH C TPEOOBAHUSIMHU
00pa3oBaTEeNbHBIX CTAH/IAPTOB;

- IPOrpaMMHBIE CPEJICTBA U cepBUCH IHTEepHET ai1st
oOecrieueHrst THPOPMAIIMOHHOM OE30MAaCHOCTH C IIEITBI0
peanu3any 00pa3oBaTEIbHBIX MPOTPaMM 110 HH)OPMATHKE B
COOTBETCTBHUH C TPEOOBAHUSIMH 00Pa30BATEIIbHBIX CTaHIAPTOB;

- CITIOCOOBI MIM(POBAHUS JAHHBIX IS PeaTU3aluN
00pa30BaTeNbHBIX IPOrPaAMM 110 HH(OPMATHKE B COOTBETCTBUH C
TpeOOBaHUSMI 00pa30BATENbHBIX CTAHIAPTOB;

- PABOBBIC U 3aKOHO/IATEIILHBIC aKThI B 00JIACTH 00ECIICUCHHS
MH()OPMAIMOHHON OE30MMaCHOCTH IS PeaTu3alun
00pa3oBaTEeNbHBIX IPOrPaMM 10 UH(OPMATHKE B COOTBETCTBUH C
TpeOOBaHUSMI 00pa30BATENbHBIX CTAHIAPTOB;

YMETh: - apr'yMEHTHPOBAHO BHIOMPATh U 3P PeKTUBHO
MCTI0JIH30BATh MPOTPAMMHBIE CPEICTBA sl 0OeCTIeueHUS
MHGOPMAIIMOHHOM 0€30MacCHOCTH B YCIOBHUSAX peaTU3aIliu
00pa3oBaTENBHBIX IPOrPaMM 10 HH(OPMATHKE B COOTBETCTBUH C
TpeOOBaHUSAMHU 00pa30BaTENbHBIX CTAHJAPTOB;

- OTIPE/ICTISITh ONTUMANTBHBIA HAOOp POTPAMMHBIX CPEJICTB JIJIS
oOecrieyeHus 6e30MacHOi paboThl HA KOMIIBIOTEPE;

BIIAJIETh: - CpeACTBaMU obecredueHus] HH)OpMaIMOHHON
0€30MaCHOCTH IIPU pabOTe 3a MEPCOHATBLHBIM KOMITBIOTEPOM U B
KOMITBIOTEPHBIX CETSIX B YCIOBHSX pealn3amnuu
00pa3oBaTeNbHBIX IPOrpaMM 0 HH(OPMATUKE B COOTBETCTBUH C
TpeOOBaHUSIMU 00Pa30BaTEIbHBIX CTAHIAPTOB.

4. O0beM AUCHHMILIMHBI M BUIbI Y4eOHOH padoThl

Bcero | Bocemoit
Bu yue6HOH paboThI 4acoB CEMECTP
KontakTHas paGora (Bcero) 38 38
[IpakTnueckue 38 38
CamocTosiTesibHas padora (Bcero) 70 70
Buabl NpoMe:KYTOYHOM aTTeCTALMHU
3auer +
O01as TPYyA0€eMKOCTb YacChl 108 108
O01as TPYA0€eMKOCTh 3a4eTHbIE eJHHUIbI 3 3

5. Conepskanue QU CHUNTHHBI
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5.1. Conep:xanne MoayJied TMCIUIITHHBI

Monayas 1. IIpo6aeMbl nHGopMaAIMOHHOKH 0€30NTACHOCTH B COBPEMEHHOM 00111ecTBe:

WNudopmannonnsie pecypchl 1O HHPOPMALMOHHOW Oe3omacHoCTH. IIpaBoBBIE BOIPOCHI,
CBSI3aHHBbIE ¢ MH(QOpMAIMOHHOM  Oe3omacHOCThIO. IIpaBoBble  BIOPOCHI, CBSI3aHHBIE C
nHpOpPMAMOHHON Oe3omacHoCThi0. HOpMaTHUBHBIE TOKYMEHTHI, KacalollUecs TroCyIapCTBEHHOMN
taiiupl. [IporpamMmHble M anmapaTHble CpEICTBa, CBSI3aHHBIE C  Yrpo3oil  obecredyeHus
nHpopmannoHHoi 6ezonmacHocTu. DoS- n DDoS-aTaku Kak HHCTPYMEHT OTpaHUYCHHUsS JOCTyMa K
CETEBOMY pecypcy.

Mopnyas 2. [IpakTnyeckue BONPOCHl OPraHU3anuy HHPOPMALMOHHOM 0e301aCHOCTH B
KOMIILIOTEPHBIX CeTAX:

KommiekcHas 3amuTa ceTeBoro KOMIbIoTepa oT WH(GOPMAIMOHHBIX yrpo3. bpanamaysp kak
amnmapaTHoe M IPOrpaMMHOE CPEJICTBO OrpaHUYeHUs Jocryna K uHpopmanuu. Ilporpammusbie
CpPEICTBAa KOMIIBIOTEPA II0 OOHApPYKEHHIO HECAHKIIMOHUPOBAHHOIO BTOPXKEHUS U 3alIUTE OT
BTOP>KEHUS. AHTUBUPYCHBIE IPOrPaMMHBIE CPEJCTBA OPUCHOTO U JOMAIIHEr0 Ha3HAYEHHUS.

[TaponbHas 3amura. ConanbHas HHXEHEPUS U €€ METO/IbI.

5.2. Conep:xxanue qucuumiannbl: [Ipakrudeckue (38 4.)

Monayasb 1. IIpo6aeMbl nHGoOpMaAUMOHHOKH 0€30NIACHOCTH B COBPEMEHHOM 00111eCTBe

(18 u.)
Tema 1. Mndopmanmonusie pecypcebl o nHpopMamoHHON 6e3omacHocT (2 4.)
00630p UH(OPMAITMOHHBIX pecypcoB o UH(pOpMaAITMOHHOM 0e301acHOCTH.

Hanpasnenus opranuzaiuy HHGOPMALMOHHOM 6€3011aCHOCTH B KOMIIBIOTEPHBIX CETSIX.

Tewma 2. [IpaBoBbIE BONIPOCHI, CBSI3aHHBIE ¢ HH(DOPMAIITMOHHOM 0€30MacHOCTHIO (2 4.)

IIpaBoBoe peryiaupoBaHue B oOnactu MH(POPMALIMOHHOM 0€30I1aCHOCTH.
3aKoHbI 0 IIPECTYIUICHUAX B chepe WH(POPMAIIMOHHBIX TEXHOJIOTHH.
ABtopckoe npaBo. ITyTu noka3zaTenscTBa aBTOPCTBA.

Tema 3. [IpaBoBbI€ BOIIPOCHI, CBA3aHHbBIE C UH(POPMALIMOHHON 6€301acHOCThIO (2 4.)

WuTemnekryanbHas coOcTBEeHHOCTh. CrocoObl 3alMThl MHTEIEKTYalbHOH COOCTBEHHOCTH.
Jlunensnonnoe IIPOrpaMMHOE o0ecrnievyeHue.
KomnbroTepHoe nupaTcTBO U 3aKOHOATENbHAs OTBETCTBEHHOCTD 3@ HETO.

Tema 4. HopmaTuBHbBIE TOKYMEHTHI, KacarolMecs rocy1apCTBEHHON TalHbI (4 4.)

I'ocynapctBeHHass TaiiHa. OTBETCTBEHHOCTb 3a pasMIallleHHe TIOCyJapCTBEHHOM TaiiHbI.
CocrosHue 3akoHojatenbctBa P® B o0jacTM COXpaHEHUs TOCYAapCTBEHHOM  TaifHBI.
IIpuMepsl HapyILIEHHs TOCY1apCTBEHHON TalHBI.

Tema 5. IlporpammHble H amnmapaTHbIE CPEICTBA, CBA3aHHBIE C Yrpo30 oOecreyeHus
nHpOPMaLMOHHOM Ge3omacHoCTH (4 4.)

HecankunoHMpoBaHHBIA JOCTYN K amnmapaTHbIM CpeICTBaM KOMIIbIOTEpAa U CpE/ICTBa
OrpaHUYEHUS JOCTyTIA.
B3nom »skpannoii 3actaBku Windows u mapois BIOS. CrnocoOwsl mpenoTBpaiiieHusi B3JoMma.
B3nom omnepanmoHHONW cHUCTeMBbl HOCpeNCTBOM Hocutened wuHpopmanuu. CrocoObl 3alluThl.
Orpanuuenue JIoCTyma K USB-nakonuremnsam.
Pasrpannyenue nocTyna B JIOKAJbHBIX CeTSAX. B31oM ydeTHBIX 3amuceil mojp3oBaTesei J0KaIbHOM
cetd. CiocoObl peA0TBpaIlleHus B3JIOMa.

Tema 6. DoS- u DDoS-aTaku kak HHCTpYMEHT OIpaHMUYEHHMs I0CTYyIa K CETEBOMY pecypcy (4

q.)

Texnonorus nposeaenuss DoS- u DDoS-arak (nepenamnpasieHue Tpaduka, HaBsI3bIBaHHE
JUIMHHOU ceTeBou MacKH).
Cnoco6s mpenotBpamienusi DoS- u DDoS-arak. IlaccuBHas u akTuBHas 0OOpOHA TMpH 3aIIUTE
cepsepa OT arax.

[IporpaMMHBbIe cpeacTBa U HHGOPMaLMOHHBIE pecypchl it oTpaxeHus: DoS- nu DDoS-arak.

Moayas 2. IlpakTuyeckue BONPOCHI OPraHU3alUM HH(OPMANUOHHON 0€30I1aACHOCTH B
KOMNBbIOTEPHBIX ceTsx (20 4.)
Tema 7. KoMmnekcHas 3amiuTa ceTeBOro KOMIbOTepa 0T HH()OPMAaLMOHHBIX YTpo3 (2 4.)
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O0630p METOI0B COLUANBHON HHKXEHEPUH.

MeTonbl 1 METOAMKH MICUXOJOTHYECKOT0 BO3JEHCTBUS HA TMYHOCTh (YHUBEPCAIbHBIN CeaHC
CBSI3U, COOOILIEHHUE O MPOBEPKE MOUTHI, COOOIIEHUE OT UMEHH a]MHHUCTPATOPA, KBUTAHIUS O
JOCTaBKe, OOJIMUEHUE U Ap.).

AHTPONOTreHHbIE HHCTPYMEHTBHI 3aIIUTHI OT METOJIOB COLIMATbHON HHXEHEPUHU (TIPUBIICUCHUE
K BOIpocaM 0€30I1aCHOCTH, U3yUEeHUE U BHEAPEHHE HEOOXOAUMBIX METOI0B U ACHCTBUH JUIs
MOBBIIICHUS 3AIIUTHI HHPOPMAITMOHHOTO 00ECTICYCHHUS).

OOparHas couualibHasi UHXEHEPHsL.

Tema 8. bpangmaysp kak anmapaTHOE M NPOTPaMMHOE CPEICTBO OTpaHUYEHHUs JoCTyna K
nHpopmanuu (2 4.)

@apMHHT KaK WHCTPYMEHT CKpBITOTO IE€PEHANPaBICHHUS Ha TOJJEIbHbIE CaNTHI.
OUIIMHT ¥ BUIIMHT KaK MHCTPYMEHT IOJY4eHUs KOH(QUIEHUMaIbHOH HHpopManuu.
MoumennunuectBo B UHTEpHETE.

IIpaBuna noBeneHus nosib3oBateneil B cetd MHTepHeT mpu paboTe ¢ MHPOP-MALMOHHBIMU
pecypcami.

Tema 9. IlporpaMMHbIe cpelCTBa KOMIIbIOTEPA MO OOHAPYKEHUIO HECAHKIMOHHUPOBAHHOTO
BTOPKEHUS U 3alLUTE OT BTOPKEHUS (2 4.)

CoumanbpHasgs  ceTb  Kak  HMHCTPYMEHT  cOopa  MHpOpManuu O  TpakJaHMHE.
WunnuupyemMple W HE HWHULOUUPYEMBIE I[OJB30BATEIEM YIrpO3bl B  COIHMAJBHBIX  CETHX.
Mepsl 3aUTHI OT HH(OPMALIMOHHBIX YIPO3 B COLIMAIBLHOMN CETH.

Tema 10. AHTUBUpPYCHBIE IPOrPaMMHBIE CPEICTBA OUCHOTO U JOMAITHEr0 Ha3HaueHus (2 4.)

[Ipobnembl BBIOOpa 3alMTHOrO mporpaMMmHoOro ootecrneuenus. CaiiTel ¢ Oec-IUIaTHBIM
IPOTPaMMHBIM obecrieyeHrEM 1o 3aluTe KOMIIBIOTEpA.
XaKuHT U AHTHUXAKHHT. Xakepckue TEXHOJIOTHH.
O0630p MporpaMMHBIX CPEACTB AJIS 3AIIUTHI 00BEKTOB ONEPALIMOHHON CUCTEMBI.

Tewma 11. IlaponbsHas 3ammra (4 4.)

Bpanamaysp (MexcereBoit 3kpaH, firewall) u ero HazHaueHue. TeXHOJIOTUS OTPAKEHUS aTaK
Opannmayspom. Hactpoiika BctpoenHoro Opanamayspa Windows. XapakTepucTHKU
CTIeMANM3UPOBAHHBIX OpanamayspoB. Kpurepun or6opa GpanamMays3poB Uit IPaKTHIECKOTO
HCIIOJIb30BaHUS.

Tema 12. ConnanibHas HHXEHEpUs U ee MeToibl (4 4.)

[IpoakTHBHBIE CHCTEMBI 3aIUTHI KOMIIBIOTEPA.

CucTeMbl KOHTPOJIS [IEIOCTHOCTH JTAaHHBIX.

boprba ¢ moTeHnManbHO ONaCHBIMU TPOrpaMMaMHu.

Tewma 13. ConnanbHas HHKEHEPHUS U €€ METOIbI (4 4.)

BpenonocHoe mnporpaMMHOoe oOecrneyeHMEe U IMyTH €ro IOoHajaHuss B KOMIBIOTEp
nonp30Baress. KoMmploTepHas pekiiamMa Kak HMHCTPYMEHT 3apaKeHHsl KOMITbIOTepa. PyTKHTEHIL.
KnaBuatypusle mmnuoHbl (keisorrepsl). @OYHKUIMOHANIbHbIE BO3MOXHOCTH AHTHBHPYCHBIX
MPOTpaMMHBIX cpeacTB. OHIaH aHTHBHPYCHI SMS-0JI0KEPH M METOIbI OOPHOBI C HUMHU.

6. Ilepeyenb y4eOHO-MeTOAUYECKOT0 00ecneYeHHs VIS CAMOCTOSTeIbHOI padoThI
o0y4aromuxcs 1m0 JMCHUILIHHE (MOLY110)

6.1 Bonnpocel 1 3agaHust VIS CAMOCTOSITeIbHON PadoThI

BocbMmoii cemectp (70 4.)

Mopnyas 1. IIpo6siembl nHGOPMALHOHHOI 0€30IACHOCTH B COBPEMEHHOM 00111eCTBe
(34 4.)

Bun CPC: *BrinonHeHne KOMIETEHTHOCTHO-OPUEHTUPOBAHHBIX 3aJJaHUN

[ToaroroBka CUTYallMOHHBIX 3a7a4 MO WHPOPMAITMOHHON 0€30MacCHOCTH Ha OCHOBAHUM CTATEH
COOTBETCTBYIOIIMX 3aKOHOB U HOPMAaTUBHBIX akTOB Pd. Bo3zMokHbIE pa3iensl:

Paznen «KABTOPCKOE ITPABO»

IKP®u. IV:

Cratpa 1255. ABTOpckue npasa

Cratps 1256. JlelicTBue MCKIIOUUTEIBHOIO IIpaBa Ha IPOM3BENEHUS HAYKH, JIUTEPATypbl U
HCKycCTBa Ha Tepputopun Poccuiickont @eaepannn

MoarotosBneHo B cucteme 1C:YHusepcutet (000003151)



Cratbs 1265. IIpaBo aBTOpCTBa U ITPaBO aBTOpPA HA UM

Cratpa 1266. [IpaBo Ha HEMPUKOCHOBEHHOCTh MPOM3BEACHUS W 3alllUTa MPOU3BEACHUS OT
HCKaXCHUHN

Cratpa 1267. OxpaHa aBTOpCTBa, MMEHHU aBTOpa M HENPUKOCHOBEHHOCTHU MPOU3BEIACHUS
II0CJIE CMEPTHU aBTOpa

Cratpa 1270. UckmrounTenbHOE TPaBO HA MTPOU3BEICHUE

Cratpst 1274. CB0oOOAHOE HCHOJIB30BAHKWE MPOM3BEACHUS B MH(POPMALMOHHBIX, HAYYHBIX,
y4eOHBIX WM KYJIbTYPHBIX LEIIAX

Cratps  1286. JIMUEH3MOHHBI JOrOBOpP O IPEAOCTABIECHUU IIpaBa HCIOJIb30BaHUs
IIPOU3BECHNUS

Cratps 1286.1. OTKpbITas JULIEH3US HA MCIIOJIb30BAHUE IPOU3BEICHUS HAyKH, JUTEPATYyphl
WA UCKYCCTBA

Cratbs 1290. OTBETCTBEHHOCTH 110 AOIOBOPAM, 3aKJIFOYaEMbIM aBTOPOM IIPOU3BEICHUS

Cratps 1295. CiysxeOHOE TpOU3BEICHUE

Crarbs 1296. [IpousBenenus, CoO3/JaHHBIE MO 3aKa3y

Crarps 1297. [IpousBeneHus, CO3JaHHbIC MIPU BBITOJHEHUH pabOT IO JOTOBOPY

Cratps 1299. Texnuueckue cpeicTBa 3allUThl aBTOPCKUX IPaB

Cratpa 1301. OTBETCTBEHHOCTD 3a HAPYIICHUE UCKIOUYUTEIBHOTO IIpaBa Ha MPOU3BEICHUE

Cratpst 1302. OGecrieyeHne McKa 1o JiejiaM 0 HapyIIeHUH aBTOPCKHX MpaB

YK P®D:

Cratbs 146. Hapynienne aBTOPCKMX U CMEKHBIX ITPaB

Cratbs 147. HapyueHue n300peTarenbCKuX U NAaTEHTHBIX MIPaB

KoAIl PO:

Cratbs 7.12. HapyiieHue aBTOPCKMX M CMEXHBIX IPaB, U300peTaTeabCKUX U MaTEHTHBIX MpaB

O3 PO «O6 aBTOPCKOM MpPaBe U CMEKHBIX IIPABAX»:

Cratbst 17. IlpaBo pocTyma K MpPOU3BEACHHMAM H300pa3UTENbHOrO HCKyccTBa. IlpaBo
CJIEIOBaHUS

Cratbst 26. BocnpousBeneHue INpoU3BENCHHMS B JIMYHBIX IeNsAX 0Oe3 coriacusi aBTopa C
BBIIUIATOM aBTOPCKOT'O BO3HATPAKICHUS

Cratbst 39. Hcnonb3oBanue (hoHOrpamMMbl, ONyOJIMKOBAHHOW B KOMMEpYECKHX Lesix, 0e3
COTJIACHsI TPOU3BOAMTEINS (POHOTPAMMBI M UCTIOTTHUATEIIS

Cratbst 48. HapymieHue aBTOPCKMX M CMEXHBIX mpaB. KoHTpadakTHble 3K3eMILIAPbI
MIpOU3BeICHUS U (POHOTPAMMBI

Cratbs 49. I'pax1aHCKO-ITpaBOBbIE CIIOCOOBI 3aIIIMTHI AaBTOPCKOTO MIPAaBa U CMEXXHBIX IIPaB

Paznen «<MHTEJUIEKTY AJIBHAA COBCTBEHHOCTDb»

I'K PD:

Crates 1246. I'ocynapcTBEHHOE pEryIMpOBaHUE OTHOIIEHHWH B cepe MHTEIIeKTyalbHOU
COOCTBEHHOCTH

YK P®

Cratbst 159.6. MomeHHHYECTBO B c(epe KOMIbIOTEPHON HH(pOpMaIK

Pazzen «[IPECTYIIIEHHS B COEPE KOMITBIOTEPHON MH®OPMAILINN»

YK P®

Cratbs 272. HenmpaBoMepHBIH JOCTYI K KOMITbIOTEPHON HH(OpManuu

Cratps 273. Co3aHue, UCIOJIB30BAHUE M PACIPOCTPAHEHUE BPEJOHOCHBIX KOMIIBIOTEPHBIX
porpaMm

Cratbs 274. HapyiieHnue npaBuil 3KCIUTyaTalluy CPEACTB XpaHEHUs., 00padOTKU WK Tiepeadn
KOMITbIOTEpHOU MH(pOpMauu 1 UHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTel

Pazzen «[IPECTYIIJIEHUS ITIPOTUB I'OCYJIAPCTBEHHOM BJIACTU»

3akoH PO «O rocynapcTBeHHON TaliHE

Cratps 5. IlepeueHb cBEAEHNH, COCTABISAIOUINX FOCYIapCTBEHHYIO TallHY

Crares 16. Bzanmmuas mnepenada CBEAEHUM, COCTaBISIIOIIMX TOCYAApPCTBEHHYIO TailHY,
OpraHaMHy roCy1apCTBEHHOW BIACTH, IPEANPUATHIAMMU, YUPEKIECHUSAMI U OpraHU3alusIMU

Cratps 19. 3amura cBelIeHUN, COCTAaBISIIOIIMX TOCYAApCTBEHHYIO TallHy, NMpPH W3MEHEHUU
¢byHKINH CyOBEKTOB MPAaBOOTHOILICHHUH
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Cratps 21. Jlonyck JOIKHOCTHBIX JIML ¥ TPaXkJ1aH K TOCYJapCTBEHHOH TaliHe

Cratbs 21.1. OcoOblii MOPSIAOK TOMYCKa K TOCYJaPCTBEHHON TaitHe

Crarbs 22. OcHoBaHUMSI AJi1 OTKa3a JOHKHOCTHOMY JIMIY WJIM TPaXIaHUHY B JOMYCKE K
rOCyJIapCTBEHHOM TaiiHe

Cratps 24. OrpaHuueHusi MpaB JOJDKHOCTHOTO JIMIA WIM TpakJaHWHA, IOMYIIEHHBIX HIH
paHee AO0MYCKABIINXCS K TOCYIapCTBEHHOW TaliHe

Cratps 26. OTBETCTBEHHOCTh 3a HapylleHUE 3aKoHonaTenbcTBa Poccuiickoit Pepepanuu o
roCyJ1apCTBEHHOM TaifiHe

YK P®:

Crartpa 283. Pasrnamnienue rocy1apCTBEHHON TalHbI

Cratps 275. 'ocynapcTBeHHas U3MEHA

Crarbs 276. llInnonax

KoAIl PO:

Cratea 7.31. Hapymienue mnopsaka BeACHUS peecTpa KOHTPAKTOB, 3aKJIFOYEHHBIX
3aKa34yMKaMH, PEECTpa KOHTPAKTOB, COJEPIKAIIEr0 CBEACHHUS, COCTABIIAIOIINE TIOCYAAPCTBEHHYIO
TaiiHy, peecTpa HeJOOPOCOBECTHBIX MOCTABIIMKOB (MOIPSAUYNKOB, UCIIOTHUTENEH )

Anroput™m pa3pabOTKH 3a/1a4H:

1. BoiOpaTh ¥ U3y4UTh CTAThIO U3 HOPMATUBHOI'O aKTa.

2. IIpoananu3upoBaTh MaTepHuaibl CAalTOB, HarpuMep, http:/itsec.ru, Ha IpeaAMET HaKa3aHUS
3a HapylieHus B chepe HHPOpMAITMOHHOI 0€30MaCHOCTH.

3. Pa3zpaboTraTh CUTyallMOHHYIO 3a/la4y M MPHUBECTH €€ PEIICHHE C YKa3aHWEM HOPMAaTHBHBIX
aKTOB, HAa KOTOPbIE OCYHIECTBIISIACH OIOPA.

[Ipumep 3anaum:

I'paxxnanun MBaHOB co37an aHTUBHUPYCHOE IPOrpaMMHOE CpeAcTBO moxa HasBaHueM «EFVIvy u
3apeructpupoBain Ha Hero cBou mpasa. 20.09.2017 5>TOT rpakJaHWH 3aKIIOYMT JOTOBOpP C
koMrnanueil «Saransk-1T» u mepenan cBOM HUMYIIECTBEHHBIE MpaBa Ha PACHPOCTPAHEHUE CBOETO
POTPaAaMMHOTO TPOAYKTa CPOKOM Ha ofuH roa. [locne 3akimodeHns 1oropopa Kommanus «Saransk-
IT» mepenponana mist pacmpocTpaneHus Bepcuio nporpammbl «EFVIv» npyroii kommanuu 6e3
BEJIOMa aBTOPA.

Hmeer 11 MeCTO B JTaHHOW CUTYyallMy HapyUIEHUE aBTOPCKOTO IpaBa rpaxaaHuHa liBanosa?
Pemenue.

Cornacno Crarbu 1270 I'K PO:

ABTOpY IPOU3BEACHUS WM UHOMY MpaBoo0IalaTeNto NPUHAAICKUT UCKIIIOUNTENBHOE MTPaBo
UCMOJIb30BaTh MPOU3BEJCHUE B COOTBETCTBUHM co cTarheil 1229 Hactosmero Konekca B mro0oit
dbopMe U IOOBIM HE NPOTUBOpPEYAIMM 3aKOHY CHOCOOOM (MCKJIIOYMTEIBHOE TMpaBO Ha
MPOU3BEICHNE), B TOM 4HCIE CIOCO0aMH, YKa3aHHBIMH B IYHKTE 2 HAaCTOsIIEH CTaThH.
[IpaBoobnagaTens MOXKET pacopsKaThCs UCKIIOUUTEIbHBIM IIPABOM Ha MPOU3BECHHUE.

2. Ucnionb30BaHMEM NTPOU3BEAECHUS HE3ABUCUMO OT TOT0, COBEPILIAIOTCS I COOTBETCTBYIOLIHE
NENCTBUS B LIEAX U3BJICUEHUS MPUOBLIN UK 0€3 TaKOM IIeJI, CUUTAETCS, B YACTHOCTH:

2) pacnpocTpaHeHUe MPOU3BEACHUS MMyTeM IPOJIaXKH WM MHOTO OTUYXJIEHHUS €0 OpUrHHAajIa
WM 3K3EMILISPOB;

Takum 006pa3oM, B TaHHOM clydyae UMEET MECTO HapyllIeHHe aBTOPCKOTO MpaBa Ipa)kIaHHHA
NBanosa.

Mopnyas 2. IIpakTHyecKkne BONPOCHl OPraHU3anuu HHPOPMALMOHHOM 0€30I1aCHOCTH B
KOMNBIOTEPHBIX ceTsx (36 4.)

Bun CPC: *BrinonHenne HHAWBUIYaTbHBIX 3aJaHHHA

JlaiiTe pa3BepHYThII TMCHbMEHHBIA OTBET Ha CIEAYIOIINE BOMPOCHI.

WNudopmanronnas 6€30MacHOCTb B COLMAIBHBIX CETAX

1. Ha mpumepe U3BECTHBIX COIMANIbHBIX CETel MPUBEIUTE MPUMEPHl HECAHKIIMOHUPOBAHHOTO
JOCTYTAa K TUYHON MH(POPMAIUH U OMUIIKTE, KaK ATOT0 MOKHO ObL10 ObI n36exkaTh.(20 6aoB)

2. Ha npumepe W3BECTHBIX COLMAIBHBIX CETEH ONMIINWTE, KAK HACTPOWKH MPHUBATHOCTH
BJIMSIIOT HAa MH(OpMaIMoHHYI0 6e30macHoCcTh Bamero akkaynra. (20 6amioB)

3. TloarotoBhTe mokymeHThl Microsoft Word m Microsoft Excel, 3amumiennsie ot
HECaHKIIMOHUPOBaHHOTO fnoctyma. (20 6amioB)
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4. TlpuBeaurte TpPH PA3JIMYHBIX MpPUMEpa MOIICHHMYECTBA B HMHTEpHETE (110 BO3MOKHOCTH
n00aBbTE CCHUIKY Ha JaHHYI0 HHpopManwio). (20 6amioB)

5. Onummre, Kakue CrocoObl 10CTyNa K KOH(QUACHIMATFHOW NMHPOPMALUMU HCIIONB3YIOTCS B
MEXIyHApOAHBIX KoMImanusx (20 6amioB)

7. TemaTuka KypcoBbIX padoT(IIPOEKTOB)

KypcoBbie paboTbl (ITPOEKTHI) MO AUCHHUILIMHE HE MPEyCMOTPEHBI.
8. OneHOYHbBIE CPeICTBA IS IPOMEKYTOUYHOI aTTecTAlNU
8.1. Komnerenunu u 3tansl popMupoBaHus

Koubl komnerenuui Otansl GOpMHUPOBAHUS
Kypc, dopma Mopynu ( pa3ziesnsl) TUCHUTLITAHBI
CEMECTP | KOHTPOJIA
[1K-1 4 xypc, 3auer Moayns 1:
[TpoGiemMbl HHPOPMAITMOHHOM 0€30MaCHOCTH B
BocsMmoit COBPEMEHHOM OOIIIECTRBE.
cemMecTp
[1K-1 4 xypc, 3auer Moynb 2:
[IpakTrueckue BOMPOCHl OPraHU3aun
Bocbmoii MH(OPMALIMOHHON O€30MaCHOCTH B KOMITBIOTEPHBIX
cemMecTp CeTsX.

Caenenust 00 UHBIX AUCHUIUIMHAX, YYaCTBYIOUINX B (DOPMHUPOBAHUH JTAHHBIX KOMIIETCHIIUNA:

Kommnerenmus [1K-1 hopmupyercst B mporecce U3y4eHuUs AUCIHUTUINH:

3D wmogaenupoBanue, AJMUHUCTPUPOBAHHUE KOMIBIOTEPHBIX ceTel, buorexHoiorunueckue
npousBojcTBa Pecnyonukn Mopnosusi, MHxenepHas rpadguka B TEXHOJIOTHYECKOM 0Opa30BaHUH,
WNudopmannonnas OezonacHOCTs B oOpasoBanuu, HHbopMmanumonnele cucreMsl, Vctopuss u
MEeTOAO0NOTUsT HMHGOPMATHKKA W BBIYUCIUTENIBHOW TeXHUKH, KommbloTepHOE MOJEIMpOBaHHUE,
Maremaruka, MaTemaTH4ecKre METOJIbl B KOHCTpYHpOBaHUU, MeTonuka oO0ydueHus nH(opMaTuke,
Metoauka oOydeHus: TEXHONOIMHU, MeTposIorust 1 TEXHUYECKOE 3aKOHOAATENbCTBO, OOYCTPONCTBO
U au3aiiH qoma, OpraHu3anus ¥ TEXHOJOTHs MPEeANpUsSTHl ObITOBOro ob6cmy:kuBaHus, OCHOBBI
KOHCTpyHpoBaHusi, OCHOBbI MaTE€pUATIOBEICHUSI W TEXHOJOTHU 00paboTku MarepuanoB, OCHOBBI
MHUKPO3JIEKTPOHUKU, OCHOBBI MOJEIMPOBAHUS B IIBEHOM IPOU3BOACTBE, OCHOBBI MOJIECIUPOBAHUS
MalIMH U MeXaHu3MOB, OCHOBBI HAHOTEXHOJIOTUH, OCHOBBI PAllMOHATIBHOTO MPHUPOI0NOIb30BaHuS,
OCHOBBI CeNbCKOTO XO03slicTBa, OCHOBBI TEOPUM MAlIMH M MeXaHU3MOB, (OCHOBBI TEOpUHU
TEXHOJIOTHYECKON MOAroTOBKH, [IpakTukyM mo mH(OpManMOHHBIM TeXHOJOTHsM, [IpakTukym mo
KyiauHapuu, [IpakTukym no mBelHOMY Npou3BOJCTBY, [IporpammupoBanue, IIpoektnpoBanue B
CHCTeMaxX aBTOMAaTH3MPOBAHHOTO MPOEKTUpoBaHUs, Pazpaborka mpminoxenuit B Microsoft Visual
Studio, PazpaboTka 371eKTpOHHBIX 00pa30BaTENbHBIX PECYPCOB U METOIMKA UX OLleHKH, CBOOOIHBIE
WHCTpYMEHTAJIbHBIE cucTeMbI, COBpeMeHHBIE MPoOIeMbl OroTexHONIOTHH, ColMabHAas YKOJIOTHS,

CneuuansHoe pucoBanue, CtangapTuzanus U cepTHUKAIMS B COBPEMEHHOM MPOHU3BOJCTBE,
Teopust rpadoB B mHbopmaruke, TexHUUYECKOe dUepueHUEe, TeXHOJOTHH 00padOTKM MeTalia U
nepeBa, TexHOIOTuU nepepadoTKH CENbCKOXO03SHCTBEHHON MPOMYKIIUHU, TEeXHOIOTHH COBPEMEHHBIX
MPOU3BOJCTB, TexHOJNOTHs 00paOOTKH TKAaHW M THUIIEBBIX TPOAYKTOB, Duszmka, XUMUYECKHE
npousBojicTBa PecniyOmuku MopaoBus, XuMHUYECKHIT MOHUTOPUHT COCTOSIHUSL OKPYKAIOIIEeH Cpebl,
Xumud, XUMHUS B THUIIEBOM MPOMBIIUIEHHOCTH, XHWUMHS B TEKCTHJIBHOW MPOMBIIUIEHHOCTH,
OKOJIOTMYECKMT MOHMTOPHUHI  COCTOSIHUSL ~OKPYXKAIOLIEH cpenpl, OJIEKTPOTEXHUYECKHE W
PaauOTEXHUYECKHE YCTPOUCTBA.

8.2. [Toka3aTeu 1 KpUTEPUN OLIEHUBAHUS KOMIIETEHUMH, IIKAJIbI OLlEeHUBAHMS

B pamkax wu3ydaemMoll JAMCLUMIUIMHBI CTYACHT JEMOHCTPUPYET YPOBHM  OBJaJCHUS
KOMITETEHIUSIMHU:

I1oBBIIIECHHBIN YPOBEHD:
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3HAET U MMOHUMAET TEOPETUUECKOE COACPKAHNE JUCIUIUIMHBL, TBOPUECKH HUCTIOIB3YET PECYPChI
(TeXHOIOrnyU, CPeACTBa) Ul pelleHus MPOoQEeCCHOHATIBHBIX 3a/ad; BIaJeeT HABBIKAMH DPELICHUS
MPAKTUYECKHX 3a/1a4.

ba3oBblii ypOBEHbB:

3HaeT W TOHMMAET TEOPETHYECKOE COJEp)KaHHe; B JIOCTATOYHOM CTENeHU c(hopMUpOBaHBI
YMEHUS TNPUMEHATh Ha IPAKTUKE M IMEPEHOCHTh M3 OJHOM HayyHOH 00jJacT B JpYryro
TEOPETUYECKHE 3HAHUS; YMEHHUS W HABBIKM JIEMOHCTPUPYIOTCS B YUE€OHOH M NPAaKTUYECKOMH
NESTeNbHOCTH; HMEET HaBbIKM OLICHMBAHUS COOCTBEHHBIX JIOCTHIKEHUH; YMEET ONpeAessTh
poOIeMBbI ¥ TOTPEOHOCTH B KOHKPETHOM 0071acTH MPO(eCcCHOHATBHOM NesITETLHOCTH.

[ToporoBblif ypOBEHb:

MOHMMAeT TEOPETHYECKOe COJepKaHMWe; MMEeT MpPEACTaBIeHHEe O mpolieMax, Iporeccax,
ABJICHUSX; 3HAKOM C TEPMHUHOJOIMEH, CYLIHOCTBIO, XapaKTEepUCTHMKAMHU H3y4aeMbIX SBIICHU;
JEMOHCTPHPYET NPAKTUYECKHE YMEHUS NPUMEHEHHS 3HAHUH B KOHKPETHBIX CHTYalHUsX
poeCcCUOHATILHOMN 1EATEIbHOCTH.

YpoBeHb HUXKE ITOPOrOBOIO:

UMEIOTCA MpoOenbl B 3HAHMSAX OCHOBHOIO Y4€OHO-IPOrPaMMHOIO MaTepuaia, CTYIEHT
JOMYCKaeT NPUHIUIHAIbHBIC OUIMOKK B BHIIOJHEHUH MPEIyCMOTPEHHBIX MTPOrpaMMOil 3a1aHui, He
CIIOCOOEH MpPOAOKUTh OOyYE€HHE WM MPUCTYNUTh K HNPOPECCHOHATBHON JEATENBbHOCTH 10
OKOHYaHWU By3a 0e3 JIOMOJHHUTENbHBIX 3aHSATHA 1O COOTBETCTBYIOIIEH JWCIUILIMHE.

YpoBeHb [Ixana oueHUBaHUA 111 IPOMEKYTOUHON [Ixana oueHuBaHusA
c(hOpMUPOBAHHOCTH aTTecTaluu no bPC
KOMIIETECHIIUU 3auer
[loBbIIIICHHBIN 3a4TEHO 90 — 100%
basoBblit 3a4TEHO 76 — 89%
[ToporoBsrii 3a4TEHO 60 — 75%
Hioxe moporosoro HE 3a4TEHO Huxe 60%

KpI/ITepI/II/I OLICHKHU 3HAaHUU CTYJACHTOB IO JUCHUIIJINHE

Ornenka [Tokazarenu
3auTeHO CTyleHT Bia/ieeT HaBbIKaMH OpraHu3aluy HHHOPMAITMOHHOMN
0€30MaCHOCTH Ha KOMIBIOTEPE
Hesaureno CTyzeH He BiaJeeT HaBbIKaMU OpraHU3alui MHPOPMaIlMOHHOM

0C30IMacCHOCTH Ha KOMIIBIOTEPC

8.3. Bonpocsl, 3a1aHuA TeKyLIero KOHTPOJIs
Monyns 1: IIpo6iiembl HHGOpPMALIMOHHOM 6€301MacCHOCTH B COBPEMEHHOM O0ILIECTBE
[TK-1 roTOBHOCTBIO peain30BbIBATH 00pa30BaTENIbHbIE IPOTPAMMBI 10 YYEOHBIM IIPEIMETaM B
COOTBETCTBHH C TpeOOBaHUAMU 00pa30BaTENIbHBIX CTAaHIAPTOB
1.Chopmynupyiite onpeneneHuss OCHOBHBIX moHsATUN UMb, n3ydaempix kypce nHGOpMATHKA
(YKakuTe OCHOBHBIE pa3/ieibl Kypca HIKOJbHOW HHPOPMATUKH).
2.Pa3paboraiiTe Kke¥c-3ajauyu I IIKOJLHUKOB, HANpaBiICHHBIE Ha (QOpMHUpOBaHUE
KpUNTOTpapHUUECKUX CIIOCOOO0B 3alIUThI HH(OPMAIIHH.
3.ChopmynupyiiTe peKoOMEeHIAIMH I 00YyJaONIMXCs M0 3aimTe HHpopMauu npu padore
Ha [1K.
4.ChopmynupyidTe peKOMEHAAIMU [ OOydJarImuxcs Mo 3amuTe WHGOpMaIluu B
KOMIIBIOTEPHBIX CETSX.
5.0mnummTe 3Tansl pa3BUTHS HHPOPMAIIMOHHOM 0€30IacHOCTH.
Monyns 2: IlpakTuueckue BOIPOCHl OpraHU3ai HH(POPMAIIMOHHOI 0€301acHOCTH B
KOMITBIOTEPHBIX CETAX
[TK-1 roTOBHOCTBIO peaIn30BbIBaTh 00pa30BaTEIbHBIE IPOrPAMMBI 110 YU€OHBIM IpeIMETaM B
COOTBETCTBHUH C TpeOOBaHUSMHU 00pa30BaTEIbHBIX CTAHIAPTOB
1. KakuM crioco6amu MOXKHO M30€KaTh HEraTUBHOTO BIMSHUS CETH MHTEPHET Ha Balll
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HEPCOHAJIBbHBIN KOMIIbIOTEP?

8.4. Bonpochl NpOMEe:KYyTOYHOM aTTecTaluu

BocbMmoii cemectp (3auer, ITK-1)

1. Packpoiite nonstue «uH(popmarmonHas 0e30macHoCTh». [IpuBeanTe npumMepsl HapyIICHHS
MHGOPMALIMOHHOM 6€30M1acCHOCTH B OBITY M Ha IPEANIPUSATHH.

2. PacckaxuTe 0 MPOrpaMMHBIX CPEACTBAX OpraHU3alMyi HHPOPMALMOHHON 0€301MacCHOCTH MPH
paboTe Ha KOMIBIOTEPE U B KOMIIbIOTEPHOM CETH.

3. Pacckaxxute 00 anmapTHBIX CPEACTBAX OpraHMu3alui HH()OPMAIIMOHHON 0€30acHOCTH TPU
paboTe Ha KOMIBIOTEPE U B KOMIIBIOTEPHOM CETH.

4. PackpoiiTe OCHOBHBIC HAIIPaBJICHUS OpraHU3aluy HH(POPMAITMOHHON 6€30aCHOCTH.

5. IlpuBeaure criocoObl HECAHKIIMOHUPOBAHHOTO IPOHUKHOBEHUS HA CETEBOM KOMIIBIOTEP U
IIyTHU IPOTUBOAECUCTBUS UM

6. Packpoiite nousTHe «MH(GOpMaMOHHAas yTpo3a» ¢ HO3ULUHU IpoOIeMbl 0OecreueHHs
MH(POPMALMOHHOM 0€30MacHOCTH

7. JlaliTe noHATHE aIMUHUCTPATUBHBIM, FOCYIaPCTBEHHBIM M IIPABOBBIM BOIIPOCaM,
perIaMeHTHPYIONIUM JIeSTebHOCTh 110 OpraHu3alui HHPOPMALMOHHON 6€3011acCHOCTH

8. Onummure TEXHOIOTHIO (YHKIIMOHUPOBAaHUSA OpaHaMay3poB. OObACHUTh HACTPOUKY
OpannMayspa Ha MpUMepe KOHKPETHOTO MPHIIOKEHUS

9. OnummTe TEXHOJIOTHI0 (PYHKIIMOHUPOBAHUS aHTUBUPYCHBIX ITPOIPAMMHBIX CPEZCTB.
OOBsicHUTE HACTPOHKY aHTHUBHPYCA Ha TPUMEPE KOHKPETHOTO MPUIIOKE-HUS

10. PackpoiiTe noHATHE «KOMIBIOTEPHBIN BUpYC». OnKcaTh BUbl KOMIBIOTEPHBIX BUPYCOB,
CTIOCOOBI MX IPOHUKHOBEHHSI HA KOMITBIOTED.

11. PackpoiiTe TEXHOJIOTHIO aHTUBUPYCHOM 3aIUThl CETEBOT0 KOMIIbIOTEpA

12. [aiite moHsTHE KpUNTOrpadguu Kak HAyYHOH 00JacTH, CBSI3aHHOH ¢ MIM(POBaHUEM TaHHBIX

13. Onumute ciocoObl UG POBaHUS JaHHBIX

14. OnumuTe MporpaMMHBIE CpelcTBa MHPpoBaHU JaHHBIX. OOBSICHUTE TEXHOIOTHIO
mudpoBaHus Ha IpUMEpe KOHKPETHOTO NPUI0KEHUS

15. OnuuuTe Ha IpUMeEpPe KOHKPETHOIO IPUIIOKEHUSI TEXHOJIOTHUIO (PYHKIIMOHUPOBAHUS
IIPOrPaMMHBIX CPE/CTB, UCIIOJIB3YIOIUXCA U1l CO3/IaHMsI U XpaHEHUS Maposen

16. Onuunte npuHMnb opranuzanuu DoS- u DoSS-atak. [lpusenure cnocoObl 60pb0bI €
JAHHBIM BUJIOM MH(QOPMALIMOHHON yrpO3bl

17. JlaiiTe moHsATHE NOIUTUKN UHPOPMALIMOHHON Oe30macHOCTH. ONUIINTE CIOCOObI
OpraHu3alK MOJUTUKH HH(POPMALIMOHHOM 6€30MacCHOCTH Ha MPEANPUITUN

18. PackpoiiTe CylHOCTh TOTEHIIMAIBHO OMACHBIX MTporpamM. ONUIINTE CIoCO0BI 00OPHOBI C
HUMHU

19. Pacckaxxure o cuctemMax OTpa)KeHHsI ceTeBbIX aTak. ONUIINTE UX BUbI, TPUHLIUIIBI
(GYHKIIMOHMPOBAHUS

20. Pacckaxkute 0 MPOAKTUBHBIX CHCTEMaXx 3allUThl KOMIIbloTepa. [IpuBenuTe npumepsl
IIPOrpaMM JaHHOTO Kjlacca

21. Pacckaxure o cucteMax KOHTPOJIS 1eaocTHOCTH. [IpuBeanTe mpumepsl MporpaMM JaHHOTO
KJjlacca

22. PacckaxkuTe 0 criaMe Kak He 3arpedoBaHHoOM MHTEepHET-pekname. [IpuBeauTe criocoOs
060pBOBI CO cTaMoM

23. PacckaxuTe 0 mporpaMmax orpaHuyeHus aoctymna B HTepHeT u QuiibTpanuu
MH(POPMAIMOHHBIX PECYPCOB

24. OnuimTe CoMaIbHBIe CETH KaK MHCTPYMEHT cOopa nH(opMaIuu o mojas30BaTeen

25. JlaiiTe noHATHE XaKUHra. [IpuBequTe XapakTEPUCTUKY XaKepy KaK JIUILY, IBITAIOIEMYCS
HE3aKOHHO 3aBJaJleTh KOHPHUACHIINAIbHONU HHPOpMaIueit

8.5. MeToanueckne MaTepHaJibl, ONpeaesiioIue Npoueaypbl OeHUBAHUA 3HAHU,
YMEHHUI1, HABBIKOB U (MJIH) ONbITA AEATEIbHOCTH, XaPAKTEPHU3YIOIIHX ITaNbl (POPMUPOBAHUS
KOMITeTEeHI U

[IpomexyTouHas aTTecTanus MPoOBOJUTCS B (popme 3aueTa.
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3ayer Mo3BOJISAET OLCHUTH CHOPMUPOBAHHOCTH KOMIIETEHIUH, TEOPETUUECKYIO IIOATOTOBKY
CTY/IEHTA, €ro CIIOCOOHOCTh K TBOPYECKOMY MBIIIIEHUIO, TOTOBHOCTh K MPAKTHYECKON
NesTeTbHOCTH, TPUOOPETECHHBIE HABBIKK CAMOCTOATENbHOM paboThl, yMEHNE CUHTE3UPOBATh
IIOJIyYCHHBIC 3HAHMS U IPUMEHATH UX IIPU PELICHUH TPAKTUYECKUX 3a]ady.

[Tpu 6amIbHO-PEUTHHTOBOM KOHTPOJIE 3HAHUI UTOTOBAask OLIEHKA BBICTABIIACTCS C YUETOM
HaOpaHHOM CyMMBI OaJIIOB.

VCTHBIN OTBET Ha 3a4eTe

J1J1s o1IeHKU COPMUPOBAHHOCTH KOMIETSHIIMH MTOCPEACTBOM YCTHOTO OTBETA CTYIACHTY
MPEBAPUTENIHLHO TIPEAJIaraeTcsl IepeueHb BOMPOCOB WM KOMIUIEKCHBIX 3aJaHui, PEeIoaratinx
YMEHHE OPHUEHTHUPOBATHCS B MIPOOJIeMe, 3HAHUE TEOPETHUECKOTO MaTepralia, yMEHHUS IPUMEHSITH €T0
B MMPAKTHYECKOU MpoheCCHOHATBHON JIEATEILHOCTH, BJIaJICHUE HAaBBIKAMH M MIPUEMaMH BBITIOJTHEHUS
IIPAKTUYECKUX 3aJaHUM.

[Ipu orieHKE TOCTHIKEHMI CTYACHTOB HEOOX0IMMO oOpaIiarh 0co00¢ BHUMaHUE Ha:

- YCBOEHHUE IPOrPAaMMHOT0 MaTepHaa;

- YMEHHE U3JIarath NpOrpaMMHbIA MaTepral HAYYHBIM SI3bIKOM;

- YMEHUE CBA3BIBATH TEOPHUIO C MPAKTUKOM;

- YMEHHME OTBEUYATh Ha BUJOM3MEHEHHOE 3a/IaHHUC;

- BJIAJICHHC HABLIKAMU IOMCKA, CUCTEMATH3allM1 HEOOXOJUMBIX HCTOUYHHUKOB
JTUTEPaTypHI [0 U3y4aeMoii mpodIeme;

- yMeHHEe 000CHOBBIBATH MIPUHATHIC PEIICHNUS,

- BJIaJICHUE HABbIKAMU U MPUEMaMU BBIMOJHEHUS MPAKTUYECKUX 3aJaHUH;

- yMEHHUE MOAKPEIUISITH OTBET WITIOCTPATUBHBIM MaTEPHAJIOM.

TecTnl

[Ipu onpeneneHnn ypoBHS JOCTHKEHHUM CTYJCHTOB C IIOMOIIBIO TECTOBOTO KOHTPOJIS
Heo0xouMo oOpamath 0co00e BHUMaHuE Ha CIeAYIOIIee:
— OLICHUBAETCS MOJIHOCTHIO MPABWIIBHBIA OTBET;
— IIperno/iaBaTesieM J0JKHA OBITh OIpe/ielieHa MaKCUMalbHas OIICHKA 3a TeCT, BKIIFOYAFOIITHI
OTpe/IeTICHHOE KOJIMYECTBO BOIIPOCOB;
— IIperno/iaBaTesieM MOXKET OBITh OTpe/iejicHa MaKCUMaJIbHAsI OLIEHKA 3a OJIMH BOIIPOC TECTA;
— TI0 BOTIpOCaM, MpelyCMaTPUBAIOIIUM MHOXXECTBEHHBIN BHIOOP MIPABUIIBHBIX OTBETOB, OLIEHKA
ONpPEACIISIETC UCXO/IS1 U3 MAaKCUMaJIbHOM OLIEHKHU 32 OJIMH BOIIPOC TECTA.

9. IlepevyeHb OCHOBHOII M JONMOJTHHUTEIbHON y4eOHOMH JTUTEpaTypPhI
OcHoBHasi InTEepaTypa

1. 3Barunaiinos, 0. H. Teopus undopmanmoHHO O€30MACHOCTH U METOJOJOTHUS 3allUThI
nHpopmanuu [DneKTpoHHBIN pecypc] : yuebHoe nocobue / F0. H. 3arunaiinos. — M. ; bepnun : Jlupexr-
Menua, 2015. — 253 c. — Pesxxum goctyma ://biblioclub.ru/index.php?page=book&id=276557

2. Apremos, A. B. UndopmanmonHas 6e30macHOCTh [DIIEKTPOHHBIN pecypc] : Kypc Jiekmwii / A.
B. ApremoB ; MexpernonanbHast Akajnemust O6ezonacHoctu U BeDkuBaHMA. — Open : MABUB, 2014. —
257 c¢. — Pexxum mocryma ://biblioclub.ru/index.php?page=book&id=428605

3. Hecrepos, C. A. OcHOoBbI HHGOPMAITMOHHON 0€30MacHOCTH [ DIEKTPOHHBIN pecypc] : ydeOHoe
nocobue / C. A. HecrepoB ; MunucrepctBo obpa3oBanus u Hayku Poccuiickoit ®denepanun, CaHKT-
ITerepOyprckuii  rocynapcTBeHHbI moiuTexHudeckuid yHuBepcurer. — CII6. :  UW3natenbcTBO
[TonutexHuueCcKoro YHUBEPCUTETA, 2014. — 322 c. — Pexnm JIOCTyTIa
:/Ibiblioclub.ru/index.php?page=book&id=363040

4., TexHOJOTHH 3aIUTHI UH(POPMAIMA B KOMIBIOTEPHBIX CETAX [DIeKTpoHHBIN pecypc] / H. A.
PynenkoB, A. B. Ilponerapckumii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ wu3n., ucmp. — M.
Hammonaneubii  OTkpeIThil  YHHBepcuter «MHTYUT», 2016. — 369 c. — Pexum npocryna
/Ibiblioclub.ru/index.php?page=book&id=428820

5. HMsanoB, M. A. Kpunrorpadpuueckue MeTOAbl 3alIUThl HHPOPMAIUM B KOMIIBIOTEPHBIX
CHUCTEeMaXx M CeTsX [DNeKTpOHHBIN pecypc]: yuebHoe mocobue / M. A. Banos, U. B. UyryHkoB ; mox pen.
M. A. HMBanoBa ; MunuctepctBo oOpa3zoBanuss U Hayku Poccuiickori ®enepanuu, HarmonanbHbBINH
UCCIIE0BATENbCKUN AaepHbIi yHUBepcuTeT «MUDN». — M. : MU®H, 2012. — 400 c. —Pexum nocryna
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-http://biblioclub.ru/index.php?page=book&id=231673
6. MbpitBona, O. besomacHocTh cereld [DnekTpoHHBINA pecype] / 3. MbaiiBona. — 2-¢ u31d., Ucnp. —
M. : Haumonanbnbeiii OtkpeiThiii YHUBepcurer «MHTYUT», 2016. — 572 c. — Pexum npoctyma :
/Ibiblioclub.ru/index.php?page=book&id=429035
JlonosHUTeILHAS JTUTEpPaTypa
1. Komapogna, E. C. Ilpaktukym 1o mnporpaMMHpOBaHHUIO Ha si3bike [lackanb [DneKTpOHHBIN
pecypc] : yuebnoe nocodbue / E. C. KomapoBa. — Mockga ; bepnun : Jlupekr-Menua, 2015. — Y. 1. —
85 ¢. — Peskum mocryma : http://biblioclub.ru/index.php?page=book&id=426942

10. Ilepeyennb pecypcoB HHPOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTu « UHTEepHET)

1. http://edu-top.ru/katalog - YuuBepcurerckas OnOIHOTEKA OHJIANH [DJIEKTPOHHBIN pecypc]. —
M. : UznarenbctBo «Jlupekr-Menuay. — Pesxxum mocryna: http://biblioclub.ru/

11 MeToanyeckue yKazaHusi 00y4arOIMIMMCS M0 OCBOCHHUIO TN CHMILIMHBI (MOIYJIsA)
[Tpu ocBoeHMHU MaTepHaia JUCHUIUTMHBI HEOOXO0AUMO:
— CHJIaHI/IpOBaTB u pacnpenenHTb BpeMSI, H€O6XOI[I/IMO€ JJIs I/I3y‘-I€HI/I$I JUCHUIIIINHBI,
- KOHKPETH3UPOBATh /IS ce0s TUIaH U3yUeHUs MaTepuraa;
—03HAKOMUTHCS ¢ 00bEMOM U XapaKTePOM BHEAyAUTOPHOI CaMOCTOATEIHHONU pabOThI AJis
MMOJIHOLIEHHOT'O OCBOEHHUS KaKA0H M3 TEM IUCIUAIUIMHEL.
Cuenapuii u3yueHus Kypca:

— popadoTaiiTe KAKIYI0 TEMY 110 IIPeIaracMOMy HIKE allrOpPUTMY JICHCTBHIA,

— M3y4uB BECh Marepual, BBINOJHUTE WTOTOBBIA TECT, KOTOPBIA MPOAEMOHCTPUPYET
TOTOBHOCTb K c/laye 3ayeTa.

AnropuTt™ pabOoThI HAJ KaXI0H TEMOM:

— U3YYMTE COJEpKaHUE TEMbl BHAyajle IO JICKIIMOHHOMY Marepuaiy, a 3aTeM II0 APYIuM
HMCTOYHHUKAM;

— IIPOYUTANTE JONOJHUTENBHYIO JINTEPATYPy U3 CIUCKA, IPEUIOKEHHOTO IIPENOIaBATEIIEM;

— BBIIIMIIUTE B TETPaJb OCHOBHBIE KATETOPUH I10 TEME, UCIIOJIb3Ys JIEKITMOHHBIN MaTepUall
WM JIOTOJHUTENbHBIE UCTOYHUKH, YTO TIOMOXKET OBICTPO MOBTOPUTH MaTepHall MPU MOATOTOBKE K
3a4ery;

— COCTaBbTE KPAaTKHM IUIaH OTBETa MO Ka)/JI0My BONPOCY, BHIHOCUMOMY Ha OOCYXKICHHE
Ha J1a00paTOPHOM 3aHSTHH;

—BBIYYUTE ONPEAEICHUS TEPMUHOB, OTHOCSIINXCS K TEME;

— [IpoJyManTe NPUMEPBI K OTBETY I10 U3y4aeMOH TEME.

Pexomenganmu o pabote ¢ IUTEpaTypou:

— 03HAaKOMbBTECH C AHHOTALUAMU K PEKOMEHAOBAHHON JIMTEPATYPE U ONPEACIIUTE
OCHOBHOM METOJ| M3JI0KEHHS MaTepHUalla TOrO WJIM HHOT'O UCTOYHMKA;

- COCTaBbTE COOCTBEHHBIC AaHHOTAIIUU K JPYTUM UCTOYHUKAM Ha KapTO4KaXx, 4YTO
MIOMOJKET MPH MOATOTOBKE pedepaToB, TEKCTOB pedeld, MpH MOATOTOBKE K 3a4eTy;

— BBIOEpPUTE T€ UCTOYHUKHU, KOTOPbIE HarOoiee MOIXOAAT A1l U3yUEHUsI KOHKPETHOM TEMBI.

12 ITepeuenb nHGOPMALHOHHBIX TEXHOJIOT U

Peanmuzamuss  yueOHOM mporpamMmbl  oOecrieunBaeTCsl  JAOCTYIIOM  KaXJOro CTyJEHTa K
WH()OPMALIMOHHBIM pecypcaM — dJIEKTPOHHOW OuOIMoTexke W ceTeBbIM pecypcam Wutepner. Jlns
ucnons3zoBanust UKT B yueOGHOM mporiecce UCTOIb3yeTes MPOrpaMMHOe o0ecTieueHre, To3BOIISIONIEe
OCYIIECTBIISITh TMOUCK, XpaHEHHE, CUCTEeMATHU3AINI0, aHAIU3 U MPE3CHTAINI0 HHPOPMAIIH, SKCIOPT
nHpopManuu Ha UEGPOBBIE HOCUTENH, OPTaHU3AIMI0 B3aUMOJCHCTBUS B PEAIbHOW W BUPTYaJIbHOM
o0pa3oBaTensHOM cperie.

NHnuBuayanpHble  pe3yJdbTaThl  OCBOCHHUS  JUCHMIUIMHBI  CTYJICHTaMH  (DUKCUPYIOTCS B
ANEKTPOHHON NH(POPMAITMOHHO-00PAa30BATEIBHON Cpe/le YHUBEPCUTETA.

12.1 IlepeyeHb NPOrPaMMHOIO o0ecnevYeHust
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http://edu-top.ru/katalog
http://biblioclub.ru/

(oOHOBJIEHHE PU3BOAUTCS 110 Mepe MOsIBJICHUS] HOBBIX BePCHil IPOrpaMMbl)
1. Microsoft Windows 7 Pro

2. Microsoft Office Professional Plus 2010
3. 1C: Yuusepcurer [TPOD

12.2 Ilepevyenb MHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

(00HOBJIEHHE BBITIOJIHAETCS €:KeHeeTbHO)

1. Uudopmanmonno-npasosas cucrema «["”APAHT» (http://www.garant.ru)

2. CnipaBouHas npaBoBas cucrema «KoncynprantlLimtocy ( http://www.consultant.ru)

12.3 IlepevyeHnb coBpeMeHHBIX MPO(eCCHOHATBHBIX 023 JaAHHBIX

1. IpodeccronanbHas 6a3a gaHHbIX «OTKpBIThIC JaHHbIC MUHHUCTEPCTBA 00pa30BaHKs U HAYKU
Pdy (http://xn----8sblcdzzacvucOjbg.xn--80abucjiibhv9a.xn--plai/opendata/)

2. DnektpoHHas oubanoredHas cucrtema Znanium.com( http://znanium.com/)

3. Hayunas snextponHas 6ubaroreka e-library( http://www.e-library.ru/)

13. MaTepuajibHO-TeXHUYECKOe o0ecnedeHne JUCHUNIMHBI(MOLYJ1s1)

Jns  mpoBedeHHs — ayOIUTOPHBIX  3aHATHA ~ HEOOXOAMM  CTaHIApPTHBIA  Habop
CTeNMANM3UPOBAHHON y4eOHOW Mebenn M ydeOHOro o0OpyHOBaHMA, a TaKKe MYJIbTHMEIHIHOE
o0opynoBaHue Ui JEMOHCTpAllMU Mpe3eHTauuid Ha Jekuusx. Jljis mpoBeneHus MPaKTUYECKUX
3aHSTHUH, a TaK)KE€ OpraHU3alMi CAMOCTOATEIbHONW pabOThl CTYAEHTOB HEOOXOIUM KOMIIbIOTEPHBIN
KJ1acc ¢ paboyrMH MecTaMu, 00eCcIIeYnBaOIUMU BeIX01 B IHTEpHET.

WuauBuayanbHble pe3ysibTaThl OCBOEHUS JUCHUUIUIMHBI (PUKCUPYIOTCS B AJIEKTPOHHOU
nH(OPMaLIMOHHO-00pa30BaTENBLHON Cpe/ie YHUBEPCUTETA.

Peanuzamust yueOHOM mporpamMMbl 00ECHEUMBACTCS JIOCTYIIOM KaXJIOTO CTYAEHTa K
MH(OPMALIMOHHBIM pecypcaM — JJIEKTPOHHON OubinoTeke U cereBbiM pecypcam Mutepner. [lns
ucnonbs3oBanusg MKT B yueOHOM mponecce HEOOXOAMMO HaJU4Me MPOTrpaMMHOI0 oOecreyeHus,
MO3BOJISIFOIIETO OCYIIECTBIIATH MOMCK MHGOpManuu B ceT VHTEepHET, CUCTEeMaTH3alluI0, aHau3 U
Mpe3eHTAIHI0 HH(OPMAIHH, SKCTIOPT HH(POpMaIuK Ha I (PPOBHIE HOCUTEIH.

Y4yeOHast ayIuTOpHs sl IPOBECHUS 3aHATUH JIGKIIMOHHOTO TUTIA, 3aHATUH CEMUHAPCKOTO THIIA,
TPYNMOBBIX U MHIWBUIYaTbHBIX KOHCYIbTAIlMH, TEKYIIETO KOHTPOJS U MPOMEXKYTOYHOM aTTeCTalluu,
KYpPCOBOTO MPOEKTUPOBaHHUS (BBINOIHEHUS KYpCcOBBbIX padoT), Ne 14.

[ToMerieHne yKOMIIEKTOBAHO CIEUATU3UPOBAHHON MeOeNbl0 U TEXHUYECKUMH CpEICTBAMU
oOy4eHus.

OcHoBHOE 000py/10BaHUE:!

Habopbl n1eMOHCTpaliioHHOTO 00OPYAOBaHUS: aBTOMAaTH3MPOBAHHOE pabodyee MEeCTO B COCTaBe
(cucteMHBIN OJOK, MOHUTOp, KJIaBUATypa, MBIIlb, TAPHUTYpA); HHTEPAKTUBHASA cUcTeMa MH(POpMAIUY;
AverVision F55 (moxymeHT-Kamepa).

YueOHO-HAMISIHBIC TIOCOOUS:

IIpe3enTanum.

[Tomernienue a1t CaMOCTOSITENHLHON pabOTHI.

YuTanbHbli 3a11 3IEKTPOHHBIX pecypcos, Ne 101 6.

[ToMenieHne YKOMIUIEKTOBAHO CIIEIUATM3UPOBAHHON MeOeNbl0 W TEXHUYECKUMH CPEICTBAMH
o0OyueHusl.

OcHoBHOE 000py/I0OBaHueE:

KommnbroTepHas TeXHHKa ¢ BO3MOXKHOCTBIO MOJKIIOUEHUS K ceTH "MHTepHer" u obecrneueHneM
JOCTyTa B 3JICKTPOHHYIO HH()OPMaIMOHHO-00pa30BaTeIbHYIO Cpely YHUBEpCHTETa (KOMIbIoTep 12 mT.,
MYyJIbTUMEANHHBI TPOEKTOp | MIT., MHOTOQYHKIIMOHATBHOE YCTPOUCTBO 1 mIT., mpuHTep 1 1IT.).

Y4eOHo-HarIsIIHbIE TOCOOUS:

[Tpe3zenTanuu, >1EKTPOHHbIE JUCKH ¢ y4eOHBIMU M YU€OHO-METOINYECKUMHU TTOCOOUSIMH.
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